How Awala apps may circumvent
Internet censorship

By Gus Narea, architect of Awala and founder of Relaycorp.
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Hello world! § This was sent from
Relaynet's proof of concept (
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Id 0 ashley@applepie.rocks (7)

]
. Hey - Here's a response
Username @cuppa.fans Username @applepie.rocks V 2

If your preferred username is unavailable, we'll pick a similar If your preferred username is unavailable, we'll pick a similar
one for you. one for you.

10 By requesting an account, you agree to our Terms
~ and Conditions.

OR

Use your own domain




You're connected to Awala
via the Internet

So there's not much to do here. Feel free to
close this app and enjoy your Awala apps.

Come back if you're cut off from the Internet.

Awala with the Internet

Alice posts the message "Hi!" on Facebook

Alice’ phone

0 Facebook (Android app)

“date”: “2023-11-16",
“text"”: "Hi!®

Private endpoint

Private gateway

Facebook’s network

ook (app server)

Internet endpoint middleware

awala.facebook.(

Internet gateway

ankfurt.rel




You're disconnected from
Awala

You can still send and receive data from the
Internet via Awala couriers: Simply connect to a
nearby courier and we'll do the rest.

Remember: It's impossible for anyone to see or
change your data in transit, nor can anyone see

which apps you're using.

Also, any data lost in transit will be re-delivered
at the earliest opportunity.

Sync with a courier

Awala without the Internet

Alice posts the message “Hi!" on Facebook

Alice’ phone

ebook (Android app)

“date’: "2023-11-16",
"text": "Hil"

Facebook’s network




Current status

Awala runs on Android and desktop.
Letro only runs on Android.
Undergoing a security audit.

Top priority: Testing and gradual rollout.



Potential censorship circumvention capabilities



Denylist censorship
circumvention

Specific services, such as Awala
gateways, are blocked

We'd turn any HTTPS website
into a proxy.

Censors couldn’t do active
probing.

Censors could analyse the traffic,
but wed also make it follow an
“organic” web browsing pattern.



National intranet
circumvention

e Use couriers as if it were an
Internet blackout.
e [Leverage intranet services to

relay high-priority data using

Only domestic services are steganography.

accessible




AIIOWI iSt censorSh ip e Use couriers as if it were an
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leverage sanctioned services to

Only select services are allowed

relay data.




Threats to Awala’s censorship circumvention



Not achieving a critical mass of users

e Like any platform on day 1, Awala needs a killer app.
e Censorship circumvention alone is insufficient.

: : » More users \\
e It must be essential or extremely useful outside P N

censorship episodes. ,

e We’re trying to position Letro as that app. g /

More apps More couriers



Endpoint-level censorship

Image source: KCNA/Reuters



Distributed Denial of Service (DDoS) attacks

e Awala is decentralised with a federated architecture.

e Servers (called “gateways”) act as brokers.

e Gateways, especially the default ones, may be subject
to DDoS attacks.

e QOur mitigation strategy is part of the security audit.

e Feedback on Despacito, a key component in the
strategy, is most welcomed.

X Settings

ADVANCED SETTINGS

Public Gateway

belgium.relaycorp.services

ABOUT

LEARN MORE ABOUT AWALA

SEE OPEN SOURCE LIBRARIES




More information:

awala.network

That’s all folks!

letro.app/en

o
o
e despacito.bot
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gus@relaycorp.tech




