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Internet censorship in Russia:
Silencing opposition, suppressing resistance

Rally against Internet censorship, Moscow 2019



Fragmented censorship



Prove and provision

Measure censorship and
circumvention protocols
Provide VPN service



Field tests



Small number of field testers in different
regions in Russia



Simple, docker-based test client



Survey user experiences



Automated network tests



DPI-resistant protocols

Screenshot of dpidetector.org, 10.6.24



A look at the dashboard



Throughput on download



Latency on upload



Danja Vasiliev, Julian Oliver (2018)

VPN provider



Regional and small-scale user pools
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Semi-public invite system

xyz://95.161.23.12:4430?type=obfs4&cert=asdf1234&token=secret_token

URI
scheme

IP
address port obfuscation

type credentials invite token



Restricted view on infrastructure
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Inspired by ...



“The immune system of the net”



OONI engine integration



OONI engine: what to
measure?



Open Tunnel Telemetry



Scrubbed meta data &
aggregates



– How do classifiers work?
– Can we automate detection of
simplistic fingerprints?

– Is there a traffic threshold?
– How long can we push the allow-list
prefix game?

– When are censors willing to switch to
blanket blocks (entropy-based)?

Research questions



How to share?
please join the collaborative spec!
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