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Internet censorship in Russia:
Silencing opposition, suppressing resistance
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Rally against Internet censorship, Moscow 2019



Fragmented censorship
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Prove and provision

Measure censorship and
circumvention protocols

Provide VPN service



Field tests




Small number of field testers in different
regions in Russia




Simple, docker-based test client

v Container solitech-compose-client-bridge-client-1 Stopped 4.0s
(base) » solitech-compose-client git:(update_obfsvpn2) X ./run.sh --keep

WMnopT pokep-koHTeWHepa exported/container.tar ...
Importing docker container exported/container.tar ...

sha256:7220831e417fdc22d1eba3e222e27059fd8737640Ff691cc205cef9f17eBbalch
[+] Running 1/1
v Container solitech-compose-client-bridge-client-1 Started 0.1s

OXnOaHNe OKOHYaHWA TEeCTUPOBaHWA. 3TO MOMET 3aHATb [0 HECKONbKWX MUHYT ..
Naiting until tests finish. This can take up to several minutes .



Survey user experiences



Automated network tests

2024-06-10T21:21:16.399014410Z "ServerFQDN": "ndt.vikagusieva.site",
2024-06-10T21:21:16.3990664097Z "ServerIP": "172.17.0.2",
2024-06-10T21:21:16.3990854367Z "ClientIP": "an.on.y.mi.ze.d",
2024-06-10T21:21:16.3991011157Z "Download": {

2024-06-10T21:21:16.3991171377Z "UUID": "fal79f9347cd_1710506650_unsafe_0000000000000122",
2024-06-10T21:21:16.3991338757 "Throughput": {
2024-06-10T21:21:16.3991473772Z "Value": 3.062453249498618,
2024-06-10T21:21:16.3991616937 "Unit": "Mbit/s"
2024-06-10T21:21:16.3991758477 },
2024-06-10T21:21:16.399190186Z "Latency": {
2024-06-10T21:21:16.3992047282 "Value": 98.172,
2024-06-10T21:21:16.3992191537 "Unit": "ms"
2024-06-10T21:21:16.3992331832 },
2024-06-10T21:21:16.3992476627 "Retransmission": {
2024-06-10T21:21:16.3992620997Z "Value": 7.395912395362565,
2024-06-10T21:21:16.3992748352 bt L1170 § el @i
2024-06-10T21:21:16.3992870897 }

2024-06-10T21:21:16.39933782512 i



DPIl-resistant protocols

DPI detector Signin  Pycckuit

‘ Overseas traffic analysis v I ‘ Home internet v~ | ‘ All protocols v Reset filters

=]

Republic of Tatarstan
Protocols availability:
* amnezia-wireguard: 100.00%
* anyconnect: 52.94%
* cloak: 52.63%
* openvpn: 50.00%
* openvpn-tiscrypt: 50.00%
* shadowsocks: 100.00%
* wireguard: 100.00%

Screenshot of dpidetector.org, 10.6.24



A look at the dashboard



Throughput on download

isp, tunnel
# Crion Telecom LLC, baseline
@ Crion Telecom LLC, tunnel
# Tinkoff Bank JSC, baseline
Tinkoff Bank JSC, tunnel
Comiten Corp LLC, baseline
Comiten Corp LLC, tunnel
RU.5U29 network, baseline
RU.SU29 network, tunnel
Mobile TeleSystems, baseline
Maobile TeleSystems, tunnel
MEOQ Print Ltd., baseline
MNEO Print Ltd., tunnel
PJSC MegaFon, baseline
PJSC MegaFon, tunnel
Konnectika, baseline
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Latency on upload

Isp, tunnel
# Orion Telecom LLC, baseline

Orion Telecom LLC, tunnel
Tinkoff Bank JSC, baseline
Tinkoff Bank JSC. tunnel
Comiten Corp LLC, baseline
Comiten Corp LLC, tunnel
RU.5U29 network, baseline
RU.SUZ29 network, tunnel

Mobile TeleSystems, baseline

latency download

Mobile TeleSystems, tunnel
MNEO Print Ltd., baseline
3 MEO Print Ltd., tunnel
e 48 K- . 8 $¢ PJSC MegaFon, baseline
: @ PJSC MegaFon, tunnel
Konnectika, baseline
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VPN provider

Danja Vasiliev, Julian Oliver (2018)



Regional and small-scale user pools

Firewall

Clients




{

Semi-public invite system

o " ort | oPfuscation credentials invite tok
scheme| address P type invite token

xyz://95.161.23.12:44307?type=obfs4&cert=asdf1234&token=secret_token

}



Restricted view on infrastructure

Firewall

Clients




Inspired by ...
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“The immune system of the net”




OONI engine integration

A
l\__'ln

resolver_ip" :

resolver network name”

ware name"

tware version"

true
* "network_events'
v_:{

"pperation”
"stage”
ol el @.001¢
* "tags" : []
"packet™ : NULL

"transaction_id" :

{

"pperation”




OONI engine: what to
measure?

"data_ format version" :
"input" @ NULL

"measurement start_time'

* "pptions” :




Open Tunnel Telemetry

cat report.json

“report-type": “"tunnel-telemetry",
"time": "2024-P4-12T00:00:00Z",
"endpoint": "ss:1//1.1.1.1:443",
"config": {"prefix": "xx"}

curl -X POST \
-H 'Content-Type: application/json’
-H 'X-Forwarded-For: 2.3.4.5' \
-d @report.json \
http://localhost:8080/report




Scrubbed meta data &
aggregates

"report-type": "tunnel-telemetry",

"uuid": "fbf902ee-5d78-43cd-af39-b9b297a0d2f7",

"ooni-measurement-id": "20240422144155.458035_IT_tunneltelemetry_84954cfla5baeb91",

"ooni-measurement-1link": "https://explorer.ooni.org/m/20240422144155.458035_IT_tunn

"time": "2024-04-18T00:00:00Z",

"collector_id": "uenohphi7oqueiZohl2Vv",

"endpoint_port": 443,

"endpoint_asn": "AS13335",

"endpoint_cc": "AU",

“proto”: "ss",

‘sontig”: &
SprETixX™:

b

"client_asn": "AS50304",

wlient_ o' N0

"sampling_rate": 1

XX

}




Research questions

— How do classifiers work?

— Can we automate detection of
simplistic fingerprints?

— Is there a traffic threshold?

— How long can we push the allow-list
prefix game?

— When are censors willing to switch to
blanket blocks (entropy-based)?



How to share?
please join the collaborative spec!

= ainghazal / tunnel-telemetry rublic

<> Code (%) Issues 1 Pullrequests (») Actions [ Projects

¥ no-masters - ¥ 2 Branches O 0 Tags
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