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What is Cloudflare Radar?

September 30, 2020 launch blog post:
Our goal is to help build a better 
Internet and we want to do this by 
exposing insights, threats, and trends 
based on the aggregated data that we 
have. We want to help anyone 
understand what is happening on the 
Internet from a security, performance, 
and usage perspective. Every Internet 
user should have easy access to 
answer the questions that they have.

2

SplinterCon: Cloudflare Radar

https://radar.cloudflare.com/



What can you do on Cloudflare Radar?
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Network Measurement: From Censorship to Shutdowns

How can Cloudflare Radar help detect and/or corroborate
reports of Internet disruptions?
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CLOUDFLARE CONFIDENTIAL

Macro/aggregate views of:
● Internet Traffic
● Outages
● Adoption & Usage
● Connection Quality
● Routing
● TCP Connection Tampering

Supporting capabilities:
● Notifications
● API



Internet Traffic

● Country & ASN-level traffic
● Netflows-based

(total traffic & HTTP traffic)
● Pre-defined or 

user-selectable time frames

● Data available via API
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https://radar.cloudflare.com/traffic



Cloudflare Radar Outage Center (CROC)

● Curated list of observed & 
verified Internet outages

● Automatically updated list of 
detected traffic anomalies

● “Metadata” about the outage 
or traffic anomaly

● Action links

● Data available via API
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https://radar.cloudflare.com/outage-center



Adoption & Usage

● HTTP versions
● TLS versions

● IPv4 vs IPv6
● HTTP vs HTTPS

● Filtering/blocking can be 
evident in these graphs

● Data available via API
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https://radar.cloudflare.com/adoption-and-usage

Protests in Iran, September 2022



Internet/Connection Quality

● Bandwidth (download 
speed), latency, DNS 
response time trends

● Benchmark testing across 
multiple CDN providers

● Data available via API
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https://radar.cloudflare.com/quality



Routing

● Route leaks & origin hijacks 
(global, location, ASN)

● Routing statistics
● AS list by country/region
By ASN:
● BGP announcement activity
● Prefixes announced
● Connectivity

● Data available via API
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https://radar.cloudflare.com/routing



TCP Connection Tampering

● Based on Global, Passive 
Detection of Connection 
Tampering, presented at 
ACM SIGCOMM 2023

● Country/region & ASN level

● In the Radar UI in Q1 2024
● Data available *now* via API
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https://radar.cloudflare.com/security-and-attacks

https://research.cloudflare.com/publications/SundaraRaman2023/
https://research.cloudflare.com/publications/SundaraRaman2023/
https://research.cloudflare.com/publications/SundaraRaman2023/


E-mail & Webhook Notifications

● Available for traffic 
anomalies & outages, 
BGP route leaks & 
origin hijacks

● Notify for global (all), 
country/region, ASN

● All you need is a free 
Cloudflare account
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https://blog.cloudflare.com/
traffic-anomalies-notifications-radar/

https://blog.cloudflare.com/traffic-anomalies-notifications-radar/
https://blog.cloudflare.com/traffic-anomalies-notifications-radar/


Cloudflare Radar API

● Radar is built on top of this API

● Summary & time series data sets

● Examples provided in over 15 languages
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https://developers.cloudflare.com/api/operations



Contact/follow us…
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radar@cloudflare.com

blog.cloudflare.com

https://community.cloudflare.com/ 
tag/cloudflareradar

@CloudflareRadar

https://cloudflare.social/@radar/

radar.cloudflare.com
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