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Surveillance Data Sources - Mobile Surveillance Monitor
Spyware and Mobile Network Telemetry Data for Threat Intelligence and Investigating Adversaries

• Device Malware – 2 Million Attacks from 100 Threat Groups
• Network Attacks – 15 Million Targeted Attacks from over 200 Networks 
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Operators are shutting down 3G service.  Aren’t mobile network attacks old news?         

Over 200 Networks Are Seen Targeting African Mobile Network Users

Attack telemetry data from mobile operator network firewalls suggests otherwise…
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Telecom networks are massively exploited in regions of repression and conflict 

• Niger – Presidential coup d’etat
• Sudan – War between rival military groups
• Botswana – Anti same-sex marriage bill protests
• Congo DRC – Congolese and Rwandan clashes
• Sierra Leone – Legislative elections
• Kenya – Widespread economic demonstrations 

and al-Shabaab attacks

2023 Surveillance Attacks Targeting Mobile Users in African Networks
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They also monitor and manipulate usage centrally with DPI technology
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Spyware and network surveillance attacks appear from sources we expect
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How a Swiss telecom provider runs a global surveillance system
An obscure telecommunications company based in Basel, Switzerland operates a surveillance 
system sold to government agencies with licenses from the ITU, Switzerland, Sweden, and 
Antarctica, using networks from Cambodia, South Pacific Islands, Italy, Madagascar, Russia, UK, 
Iceland, and Vietnam.

Fink Telecom Surveillance Network Cluster

Fink Telecom “Corporate HQ”

Gmobile – Vietnam – Owned by 
the Ministry of Public Security

Cadcomms - Cambodia
Mobile license revoked in 2020

Operator Unknown – GT number 
in OFCOM “Protected” range

Fink Telecom and SMS Relay 
both owned by Andreas Fink

Fink Telecom Surveillance in Africa Exceeded 18,000 Attacks
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A surveillance “suite” is sold– with Global Title addresses, a cloud-hosted 
platform, and access to the private global telecom intercarrier IPX network

Global IPX Network
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How can decentralized networks help?
Eliminate cloud-based vulnerabilities and centralized control by empowering users to create secure and private networks
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Centralized telecom networks
create a hidden surveillance 
economy

As a mobile user, there’s little 
you can do to protect yourself 
in repressive countries

Network surveillance and spyware are 
different, but achieve the same 
objectives

Action from regulators is 
long overdue and should 
not be expected

What we know and what we can do

• Decentralized Networks
• Decentralized Security
• Attack Transparency
• Response From Like-Minded Governments

HELP CHART A NEW PATH FORWARD
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Thank You


