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Surveillance Data Sources - Mobile Surveillance Monitor

Spyware and Mobile Network Telemetry Data for Threat Intelligence and Investigating Adversaries
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* Device Malware — 2 Million Attacks from 100 Threat Groups
* Network Attacks — 15 Million Targeted Attacks from over 200 Networks
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Operators are shutting down 3G service. Aren't mobile network attacks old news?

Attack telemetry data from mobile operator network firewalls suggests otherwise...

Over 200 Networks Are Seen Targeting African Mobile Network Users
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Telecom networks are massively exploited in regions of repression and conflict

2023 Surveillance Attacks Targeting Mobile Users in African Networks

Monthly Network Threat Volume
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Sum of Threat Events: 3,599,278 B

Threat Type: Communications Intercept

Sum of Threat Events: 1,292,813
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Denial of Service

» Niger — Presidential coup d’etat

« Sudan — War between rival military groups
 Botswana — Anti same-sex marriage bill protests
« Congo DRC - Congolese and Rwandan clashes
« Sierra Leone — Legislative elections

* Kenya — Widespread economic demonstrations
and al-Shabaab attacks




They also monitor and manipulate usage centrally with DPI technology
Centralized telecom systems cappture dll service interfaces, enabling reconnaissance and targeted spyware distribution
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Spyware and network surveillance attacks appear from sources we expect
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How a Swiss telecom provider runs a global surveillance system

An obscure telecommunications company based in Basel, Switzerland operates a surveillance
system sold to government agencies with licenses from the ITU, Switzerland, Sweden, and
Antarctica, using networks from Cambodia, South Pacific Islands, Italy, Madagascar, Russia, UK,

Iceland, and Vietnam.
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Fink Telecom Surveillance Network Cluster

Fink Telecom Surveillance in Africa Exceeded 18,000 Attacks
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A surveillance “suite” is sold— with Global Title addresses, a cloud-hosted
platform, and access to the private global telecom intercarrier IPX network

@ fink-telecom.com
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Tracking

We develop custom tracking applications. We have also built our own tracking hardware device (ULocator) for fleet management for governmental and commercial users. protocols.

@ rackbe

Basic Information

septier.com/portfolio-item/septier-cellular-locator/

Network COMFONE_GRX_AS (CH) < (& @ venotex.com

SEPTIER CELLULAR
LOCATOR Y g—

Routing 195.211.12.0/24 via AS35030

Protocols no publicly accessible services

The Septier Cellular Locator, a tactical cellular acquisition

L
-
and positioning system, is part of the Septier GUARDIAN™
suite of products. The system provides tactical acquisition e I I e
and protocol-based positioning of cellular devices active in V X

its coverage area, as well as enabling last-mile positioning
for operational activity. Completely developed in-house the

system excels in the flexibility of capabilities, features, and
configurations. Username: l

Supporting various positioning methods, including GPS EASWord: l

extraction from devices, the Septier Cellular Locator can Login
generate high-accuracy positioning information of targets,
G IO bal I PX N etWO rk all of which improve the chances of operational success
during last-mile positioning. All the positioning information
is updated in real-time to fine-tune the calculated location

of the target and ensure that once the active stage starts, it
will be as short as possible.




How can decentralized networks help?
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Eliminate cloud-lbased vulnerabilities and centralized control by empowering users to create secure and private networks

No Visibility or Access by Admins or Staff
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LANs and WANs

Ensure network path to LANs & WANSs is private and secure

Users méem_gent Users and Personal Devices
evices
On-premise Replace LANs and WANs with a Personal Private
servers Storage

Network (PPN) organized into unlimited Groups
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Smart and Dumb Devices
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Extend your PPN to securely connect
devices not smart enough to encrypt

Pods



What we know and what we cando

@
Centralized telecom networks Network surveillance and spyware are
create a hidden surveillance different, but achieve the same
economy objectives

O ®

As a mobile user, there’s little Action from regulators is
you can do to protect yourself long overdue and should
in repressive countries not be expected

HELP CHART A NEW PATH FORWARD

Decentralized Networks

Decentralized Security
Attack Transparency
Response From Like-Minded Governments






