Breaking the digital
blockade

#- Ha CBA3N



Stages of blocking (May 2023)

Blocking political resources and the media
Social media blocking ( You are here }
Attempts to block large VPNs N

Youtube blocking

Telegram blocking

Attempts to block VPNs and protocol bypasses, networks /8
Implementation of "white lists"

Complete isolation of Runet — Splinternet “Looks like North
Korea”

© NSOk OD =



Stairway to the Splinternet (December-23)
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Internet comparison in Russia and China

Great China Firewall Small Russian Fences




Internet comparison in Russia and China

Country Resource List O = Country Resource List @ +

Resources for China (CN) as of 2012-09-01 Resources for Russian Federation (RU)
as of 2012-09-01

asn193 ipv4 3519 ipv6 208
asn 4699 ipv4 6407 ipv6 428




ow VPNs are blocked by protocols
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How VPNs are blocked by protocols
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. mE INSIWR E\FVE(E?TTTIE::HONS Bg'uehs DONATE Pycckuin Q
What is TSPU
Putin's digital Iron Curtain:
Russia bypasses sanctions,
buys equipment to block
YouTube and Telegram

Mikhail Klimarev, Andrey Zayakin, Dada Lyndell

CONTENT The Insiderhas unearthed documents indicating that Russia
1. Whatis “protocol-based” blocking? acquired technologies to block websites and applications based
on the protocol they use. This would enable the Russian

# Thewaron oK government to restrict access to YouTube, WhatsApp, Telegram,

3. How GRChTs and Usmanov willfilter” the and other services. Given that Russia does not manufacture
Russian segment of the Internet (Runet) . .
microprocessors and complex motherboards domestically, most
4 W:atbeqummemisusedforthe Russian components are imported. The technology is manufactured by the
% P , ; : ;
cburnet Chinese company Huawei, as well as the Russian companies
5. Unsanctioned “Russian” equipment from RDP.ru and Yadro. All sanctions notwithstanding, it relies on

Taiwan, China, and Slovakia

components, including those sourced from the U.S.'s Intel Corp.

6. Intel's unintentional contribution to blocking

https://theins.press/en/politics/265749 the Runet YutaTh Ha pyccKom A3bIKe



https://theins.press/en/politics/265749

What is TSPU

The more servers,
the larger the "DPI
analysis window" is

Equipment suppliers for Russia’s “sovereign Internet”

Intel
(USA)

Innoflux
(Taiwan)

MsI
(Taiwan)

AIC Inc.
(Taiwan)

Majestic
(Taiwan)
Parade Technologies
(China / USA)

SuNPe
(China)

TALIAN
(China)

Huawei
(China) Huawei FusionServer
servers
RDP.Ru
_ : —_
(Russia)
EcoFilter, EcoByPass,
EcoBalancer DPI equipment
Silicom
& ee
(Israel) \ w
“Elteks” __—" cross-connect
(Russia) equipment
“Kod Bezopasnosti” JARN
% @
(Russia)
Kontinent

VPN equipment

Sources: contract and commercial offer between “Processing and Automation Center”
and “General Radio Frequency Center” (Roskomnadzor), customs data

(“sovereign”
DPI)

© The Insider, 2023
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What is TSPU

O6opyanoBaHue RDP, ycTaHOBNEeHHoe
Ha Tepputopuu Poccun n CHI

Mockea n MO — 720 Méut/c

CaHkT-MNeTepbypr — 960 MéuT/c

Bnagumup — 240 Iéut/c

CmMoneHck — 260 Féut/c * Mypuancx
Maxaukana — 120 [6ut/c

KpacHogap — 480 Méut/c

Bonrorpag — 480 Iéut/c + Apxanrenscx

« Honpack
BpsiHck — 240 6ut/c - Conruisnap = + ey
KanuHuHrpag — 230 Méut/c + Nerposssonck SR
Hosocubupck — 240 M6ut/c O Ty Kok
Cumdepononb — 240 [6ut/c e Boarspon Spocronne wfees S il

_ — AypcynTan — 180 F6us/ Tocpe, M;:E:E::ii: :\T;u;:z;i,\; WX@OEK o Exarapuntypr S —

( AywaH6e — 250 M6ut/c ) cKanwwnpan o Cuonencx « proars, o ok T gong e Loucx  « Hosocwoupe

Mo  MuHek — 240 M6ut/c . ~ T e :.::::"C“-"‘F]"e‘:m e BT - A - S
Tél.ﬂT(e'HT_ T'ZO'T&T/C -.Kg:;:onp::pon(-x « Caparos * OpeHGYypr - * Kuiawn «Ynmym ¢ .
BnaausocTok—190 M6ut/c « Bonrorpan e
MaragaH — 240 I6ut/c A ke o
Xa6apoBck — 180 [6uT/c
Yuta — 120 M6ut/c R ol
AkyTck — 110 F6ut/c T
MeTponaBnoBck-Kamyarckuin — 170 M6ut/c ~ 4

HOxHo-CaxanuHck — 140 Méut/c
BnaroBeweHck — 220 [6uT/c
Ynau-Yas — 100 réut/c
YcTb-KyT — 120 Iéut/c



Cepaep tvn S5 CepBep LeHTpanu30BaHHOi 06paGoTKH CIUCKOB
- * * * " * 5

CUSOFCTnmIEITURI T UK |y | swen | s
Raid+SuperCap,Chinese and English doc,2*¥900W, S5 R8220H

Monynb ontuyecknii FT-SFP+-SR-0.3-D 56 1,10 61,60
Monysb ontuyeckuii FT-SFP28-SR 10 215,61 2 156,10
MUTOIO fonoJHUTeNbHAS 3aKYNIKA 000pyA0BaHHS 26 766,90
B ToM yucsie HIIC 4 461,15

WUTOro cToMMocTh 060pyI0BaHKs, HEOOXOMHMOro JUlsl NPOBEACHHS MOJICPHU3ALIMH PAHEE YCTAHOBICHHBIX
TCIIY, yeranoskn TCITY Ha HOBBIX y351aX, 060py/l0BaHHs1, HEOOXONMMOTO JUisl yCTAHOBKH Ha JIONIOHUTEILHOM 121
yane LTI, a Tawke gononauTenbHoro obopyaosanus LICYO B 2024 rony coctasisier 8 613 328,76 Thic. py0.

TapanTuiiHoe 06CIy)KMBAHHE YKA3aHHOrO 000pYI0BAHHS 2024 roma npejpocrasisiercss Ha cpok 0 31

nexabps 2024 roja.

CpoK JeHCTBHS IAHHOTO KOMMEPUECKOrO MpeuiokeHus — 10 19 uioHs 2022 ropa.

["eHepanbHbIH IMPEKTOP

M. A. iBaHoB

~€100M
per year

~

/




YouTube is the main Internet media in Russia

BoiiHa caHK uun, 26 mas 2022, 00:00 NMopenutbca A

Google orkmount B Poccumn
YacTb YCKOPAIOLWMNX
3arpy3Ky KOHTeHTa
cepBepoB OTO
obopynoBaHue no3sonseT
YNYYLL €eCTBO BUOEO U

C
o)

OTJ
10|
cep

cep
ome

Google will switch off
some servers in Russia
that speed up content
downloading
(May 2022)

—
JD NEWS

/

YouTube 3ameanutca B Poccum us-3a gerpagauum ceT OCTaBKU KOHTEHTa
Google Global Cache

Google HanpaBuna poccMicKMM NpoBaigepaM NUcbMa C NpeasioXXeHUeM OpraHM30BaThb NPSIMOM CTbIK C eé
CeTbio 0CTaBKU KOHTEHTa B Mockse unu CaHkT-MNeTepbypre. 3To NO3BOMUT COXPaHUTb KaueCTBEHHbIN A0CTYN
K e& cepBucaM — B NPOTUBHOM Clyyae yxe B 2024 rogy MOXeT 3aMeTHO ynacTb KayecTBo BuAeo Ha YouTube
u3-3a gerpagauuun obopynoBaHus B cetn Google Clobal Cache (GGC) B Poccuu, cooblaer ComNews.

YouTube will slow down
iIn Russia due to the
degradation of Google's
Global Cache content
delivery network
(December 2023)  /




CONCLUSION: We need more
VPNs and other blocking
bypasses



VPN Generator VPN

https://vpngen.org — Landing Page for country_iso_code | count cityname | count

RU | 62060 Moscow

| 1998

UA | 589 St Petersbur | 760

donors (Eng, Deutch, Rus) o e drean 1 s
. lg I 132 gf\zi;;binsk I ggg
hitps://t.me/vpngen — TG-channel (17K = | = sl | 2
. . . ?E I ;Z giihniy Novgorod I igg

(4,2K in May) subscribers, Russian) us [ o | 3
. iﬁ I Z; ng:gsfzn—Don I Zg

https://t.me/vpngeneratorbot — main bot i . o | B
. O 3? I gg -Izﬁ[;ts):rovsk I Zg
(Russian) O = | 5 ipanovk B
3K b . d FR i 22 Krasnoyarsk | 37

~ ri a es KR 19 Tyumen | 34

~80K acti\?e users o s sorytor 2

i ™~ i i ey 5

~75TB of traffics g oz e s iy | e

KG | 12 Sevastopol | 19

LT | 12 Novocheboksarsk | 18


https://vpngen.org
https://t.me/vpngen
https://t.me/vpngeneratorbot

Growth of VPN users
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Five points of technological warfare

1.

s W N

Block bypass tools

Opposition to propaganda and counter-propaganda
Resource Exchange - Cryptocurrency

Technology Sanctions

BigTech relationship



Propaganda VPN's

® VPN
Bug MO

Poccus ¥ 01.12.2021 - 30.11...
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9. Ha CBA3N



«_»
“Na svyazi” is New Media 7> Ha CBA3K

https://nasvyazi.ora/

hitps://t.me/na_svyazi_helpdesk — TG-channel (6K subscribers)

hitps://t.me/Na_svyazi_helpdesk_bot — main bot (Russian)



https://nasvyazi.org/
https://t.me/na_svyazi_helpdesk
https://t.me/Na_svyazi_helpdesk_bot

«_ o
“Na svyazi” is monitoring center  “7 Ha (B3N

HA CBA3MU: 4-9 aBrycta
6noxkuposku OpenVPN,
Wireguard

Il 6nokuposku OpenVPN,
Wireguard

VPN’s
protocol
blocking

Jewish Autonomous

Created with mapchart.net



«_ o
“Na svyazi” is monitoring center  “7 Ha (B3N

Inversion (South of
Russia): Telegram & _
Shadowsocks blocking o
when there were Jewish
pogroms in Dagestan

Jewish Autonomous

Created with mapchart.net



BigTech relationship

Go g|€ One  About  Plans Storage & Backup  Benefits ~ Support  Security = FAQ

Open Google One @

Increase your online

security with
VPN by Google One

You can encrypt your online activity for an extra layer of

Doesn't
work in
Russia

protection and privacy across Android, iOS, Windows, and

Mac devices.



BigTech relationship

" Store Mac iPad iPhone Watch Vision AirPods TV & Home Entertainment  Accessories  Support Q E

About iCloud Private Relay

iCloud Private Relay — part of an iCloud+ subscription — helps protect your
privacy when you browse the web in Safari.

Doesn't
work in
Russia

How Private Relay works

Normally when you browse the web, information contained in your web traffic, such as
your DNS records and IP address, can be seen by your network provider and the websites
you visit. This information could be used to determine your identity and build a profile of
your location and browsing history over time.

iCloud Private Relay is designed to protect your privacy by ensuring that when you browse
the web in Safari, no single party — not even Apple — can see both who you are and what
sites you're visiting.

When Private Relay is enabled, your requests are sent through two separate, secure
internet relays.

» Your IP address is visible to your network provider and to the first relay, which is
operated by Apple. Your DNS records are encrypted, so neither party can see the
address of the website you're trying to visit.

* The second relay, which is operated by a third-party content provider, generates a

temporary IP address, decrypts the name of the website you requested, and connects
you to the site.

. —0 () :




